BQ KHOA HQC VA CONG NGHE CONG HOA XA HOI CHU NGHIA VIET NAM
Poc lap - Tu do - Hanh phic

8645  /2025/TT-BKHCN Ha Néi, ngay AS thing € ndm 2025

THONG TU

Quy dinh yéu cau ky thuat d6i véi phan mém ky s6, phan mém
kiém tra chir ky s6 va Cong két ndi dich vu chirng thue chir ky s6 cong cOng

Can cuw Luat Giao dich dién tw ngay 22 thang 6 nam 2023;

Cdn cit Nghi dinh sé 23/2025/NP-CP ngay 21 thdng 02 ndm 2025 cua
Chinh phii quy dinh vé chir ky dién tir va dich vu tin cdy;

Can cir Nghi dinh s6 55/2025/NP-CP ngay 02 thdng 3 ndm 2025 cia
Chinh phii quy dinh chike ndng, nhiém vu va co cau té chite ciia Bé6 Khoa hoc va
Cong nghé;

Theo d@é nghi cua Gidm déc Trung tam Chimg thue dién ti quoc gia;

B¢ truong Bo Khoa hoc va Cong nghé ban hanh Thong tu quy dinh yéu
cau ky thuat déi véi phé\n mém ky 56, phci‘n mém kiém tra chir ky 56 va Céng két
néi dich vu chiing thue chit ky sé céng cdng.

Chuong I
QUY DINH CHUNG

Piéu 1. Pham vi diéu chinh

Théng tu nay quy dinh cac ndi dung sau:

1. Yéu cau k¥ thuat déi véi phan mém ky s6, phan mém kiém tra chir ky sO
theo quy dinh tai Diéu 17, Nghi dinh sb 23/2025/ND-CP ngay 21 thdng 02 nim
2025 cua Chinh phtl quy dinh vé chit ky dién tir va dich vu tin cdy.

2. Hudng din két néi dén Cdng két néi dich vu chimg thyc chit ky sb cong
cong do B Khoa hoc va Cong nghé xay dung theo quy dinh tai Diéu 44, Nghi
dinh sé 23/2025/ND-CP ngay 21 thang 02 nam 2025 ctia Chinh phu quy dinh vé
chit ky dién tr va dich vu tin cay.

Piéu 2. P6i twgng ap dung

Thong tu nay ap dung:
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1. Tb chirc, ca nhan sir dung phan mém ky s6, phdn mém kiém tra chit ky
s0; cac to chirc, c4 nhan phat trién phin mém ky sb, phan mém kiém tra chit ky
s8; cac Tb chirc cung cép dich vu ching thuc chir ky sb khi phat trién, st dung
phan mém ky s6, phan mém kiém tra chir ky sd.

2. Céc T6 chirc cung cép dich vu ching thyc chit ky sd; cac T chue cung
cép dich vu chimg thuc chit ky dién tir nudc ngoai dugc cong nhan tai Viét
Nam; chil quan cac hé thdng thong tin phuc vu giao dich dién tir ¢6 sir dung chir
ky s6 khi két ndi dén Cng két néi dich vu chimg thuc chir ky sb cong cong.

3. Cé4c t6 chirc, c4 nhan c6 lién quan khac.

Piéu 3. Giai thich tir ngir

Trong Théng tu nay, cac tr ngir dudi day duoc hiéu nhu sau:

1. “Ciip khéa khéng ddi xtmg” 12 khéa cong khai va khéa bi mat tuong ung.

2. “Khéa bi mat” 1a thanh phan cua cép khoa khéng dbi ximg duogc st
dung dé ky thong diép dir liéu.

3. “Khoa cong khai” 13 thanh phén cua cip khoa khong déi ximg duoc sir
dung & xéac thyc chir ky s6 trén thong diép dit liéu.

4. “Ham bam” 1a mot thuat toan chuyén d6i thong diép dir liéu dau vao
thanh mét chudi cé d¢ dai c6 dinh, goi 14 ma bam. Ham bam dugc st dung dé
kiém tra tinh toan ven ciia thong diép dit liéu va tao chit ky s.

L 1 ¥ Tek +84-28-3930 3279 * www.ThuVienPhapLuat.vn

T B
1

6. “Chu thé ky” 12 c4 nhan hodc t6 chirc s& hitu ching thu chir ky sb va st
dung khéa bi mat tuong ting dé thuc hién ky sb trén thong diép dir lidu.

7. “Chimg thu chir ky s6” 1a mot dang ching thu chit ky dién tir do T
chirc cung cép dich vu chimg thuc chir ky sé cdp nham cung cap thong tin vé

khoa cdng khai ctia mét ca nhén, t6 chire tir d6 x4c nhan ca nhan, td chirc 1a chu e
thé ky théng qua viéc sir dung khoa bi mat tuong ting.

8. “Phian mém ky sb” la chuong trinh déc 14p hoic mét thanh phan
(module) phan mém hoc gidi phép ¢6 chirc ning ky sé vao thong diép dir licu.

9. “Phin mém kiém tra chit ky s6” 1a chuong trinh ddc 1ap hodc mét thanh
phan (module) phidn mém hoic giai phdp c6 chic nang kiém tra tinh hop 1é cua
chit ky s6 trén thong diép dir lidu da ky.

10. “Pudng dan tin cdy cua chimg thu chit ky s6” 1a danh sach cé th tu
cac ching thu chit ky s6, bao gdm chiing thu chir ky sb ctia thué bao, ching thu




chit ky s6 clia cdc Té chirc cung cép dich vu chimg thue chit ky s6 va ching thu
chit ky s6 gée tin cdy nhim xéc minh ngudn gdc clia chig thu chit ky sé.
Chuong 11
YEU CAU KY THUAT POI VOI CHUC NANG PHAN MEM KY SO,
PHAN MEM KIEM TRA CHU KY SO

Piéu 4. Yéu cAu chung

Tuén tha céc yéu cu va tiéu chudn k¥ thuét vé chit ky sé trén thong diép
dit liéu ding cho phan mém ky sé va phan mém kiém tra chit ky sb tai Phu luc I
ban hanh kém theo Thong tu nay.

Piéu 5. Yéu cau vé chirc ning doi véi phan mém ky sé

1. Chtrc nang xéc thuc chu thé ky va ky s6:

a) Kiém tra duoc thong tin chi thé ky trén chimg thu chit ky sé va kiém
tra hiéu lyc ching thu chir ky sé theo quy dinh tai khoan 2 Diéu nay trudc khi
cho phép thuc hién ky sd;

b) Cho phép chu thé ky sir dung khéa bi mat dé thue hién viée ky s6 vao
thong diép dir liéu. Khoda bi mat luu trong phuong tién luu khoéa bi mét dugc chu
thé ky sir dung hodc ty quyén sir dung dé ky sb phai tuan thi céc tidu chuin bt
budc ap dung cho chit ky sb, chimg thu chir ky s trén thong diép dit lidu ding
cho phan mém ky sé va phén mém kiém tra chix ky s6 tai Phu luc I ban hanh
kém theo Thong tu nay;

¢) Cho phép chuyén dbi dinh dang théng diép dir li¢u thanh céc dinh dang
theo tiéu chuan khuyén nghi ap dung cho phan mém ky s6, phan mém kiém tra
chit ky sb tai Phu luc I ban hanh kém theo Théng tu nay;

d) Cho phép gin kém chit ky sb, ching thu chir ky s6 va thoi diém ky s6
vao thong diép dir lidu sau khi ky s6;

d) HS tro cai dat, tich hop, cap nhét chimg thu chit ky s6 ctia Trung tdm
Chimg thuc dién tir quic gia, cac T6 chitc cung cp dich vu ching thuc chit ky s6
cong cong va chimg thu chir ky s6 thudc Danh séch tin cdy ching thu chit ky dién tir
nudc ngoai duge cong nhan tai Viét Nam;

e) Cho phép gén déu thoi gian tuong ung véi chit ky sé»‘ trén thf'jng diép dir
liéu trong trudng hop phap luat quy dinh thong diép dir liéu can c6 dau thoi gian;

g) Bam bao tinh toan ven cua thong diép dir liéu da ky.
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2. Chirc nang kiém tra hiéu luc cta chimg thu chit ky sé:

a) Xac thuc duge théng tin trong chimg thu chit ky sb theo quy dinh phép
luét vé dinh danh va xac thuc dién tu;

b) Kiém tra dugc chimg thu chir ky sé cta chu thé ky theo dudng dan tin cay
cta chimg thur chir ky s6 d6 hodc theo Danh séch tin cdy chimg thu chir ky dién tir
nudc ngoai dugc cong nhan tai Viét Nam. Puong dan tin cdy phai c6 lién két dén
chimg thu chir ky sb goc ctia Trung tim Chimg thuc dién tir quéc gia;

c) Pép tmg cic yéu cau vé tinh hiéu luc ctia chimg thu chir ky sb tai Phu
luc II ban hanh kém theo Thong tu nay.

3. Chirc nang két nbi dén Cong két ndi dich vu chimg thuc chit ky sb cong cong;

a) Phat trién cac thanh phén, chuong trinh hoic giai phap phuc vu két ndi
dén Céng két ndi dich vu chimg thuec chir ky sb cong cong;

b) Tuén thit Huéng dan két ndi dén Cong két nbi dich vu chimg thuc chir
ky sb cong cong do B Khoa hoc va Céng nghé xay dung duoc quy dinh tai Diéu
8 Thong tu nay.

4. Chuc nang luu trir va hiy bé céc thong tin kém theo thong diép dir lieu
ky s6, bao gdm:

a) Chimng thu chir ky s6 twong tng véi khoa bi mét ma chu thé ky su dung
dé ky thong diép dir liéu tai thoi diém ky sb;

b) Danh sach ching thu chir ky s& thu hdi tai thoi diém ky trong chimg
thu chir ky s cua chu thé ky;

c) Két qua kiém tra trang thai chimg thu chit ky sé twong tmg véi chit ky
sb trén théng diép dix lidu da ky.

5. Chirc ning thay dbi (thém, bét) chimg thu chit ky s clia co quan, td
chirc tao 14p cép, phat hanh chimg thu chit ky s6:

Cho phép tich hop va hién thi ddy di cac Té chirc cung cap dich vu ching
thuc chir ky s6 va Danh sach tin cdy chimg thu chit ky dién tir nwée ngoai duogc
cong nhén tai Viét Nam.

6. Chirc nang théng bao bang chir hoac ky hiéu cho chu thé ky biét viéc
ky s6 vao thong diép dir liéu thanh cong hay khéng thanh cong, bao gdm viéc:

a) Hién thj théng béo vé két qua kiém tra hiéu luc ching thu chit ky sé;

b) Hién thi thong bao ky s6 thanh cong hogc khéng thanh cdng bang tiéng Viét;

X ry
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¢) Tai dugc thong diép dir liéu da ky vé thiét bi.
Piéu 6. Yéu ciu vé chirc ning dbi voi phin mém kiém tra chir Ky sb
1. Chirc ning kiém tra tinh hop 1é ctia chit ky s trén thong diép dir liéu:

a) Cho phép xéc thuc chir ky sb trén thong diép dit liéu theo nguyén tic
chit ky sé duoc tao ra dung véi khoa bi mat twong Umg voi khoa céng khai trén
chiing thu chir ky s6 gan kém chix ky sé;

b) Cho phép kiém tra chimg thu chit ky sb cua chu thé ky theo duong dan
tin cdy ctia chimg thu chit ky s6 d6 va phai lién két dén Trung tdm Ching thuc
dién tir quéc gia hodc thudc Danh séach tin cdy chimg thu chir ky dién tir nuéc
ngoai dugc cong nhén tai Viét Nam;

¢) Bao dam chung thu chit ky s phai ddp tmg cac yéu cau vé tinh hiéu
luc cua ching thu chit ky sb va tinh hop 1€ cua chir ky sb tai Phu luc II ban hanh
kém theo Thong tu nay;

d) Cho phép kiém tra tinh toan ven cua thong diép dit lidu ky sb theo cac
budc sau: giai ma chir ky sé trén thong diép dit liéu bang khéa cong khai trén
chimg thu chit ky sb dé ¢ thong tin vé ma bam cua thong diép dit liéu; str dung
ham bam da tao ra ma bam trén chir ky sd dé thuc hién tao ma bam cho thong
diép dit liéu nhan duoc; so sanh su trung khdp cia hai ma bam dé kiém tra tinh
toan ven cua thong diép dit liéu ky s6;

d) Pam bao kiém tra duoc tinh hop 1é cua chir ky sb trén thong diép dir
liéu da ky theo céac yéu cau veé tinh hop 1€ cua chir ky s6 tai Phu luc II ban hanh
kem theo Théng tu nay;

e) Hd tro cai dat, tich hop, cép nhét ching thu chir ky sb cua Trung tam
Chimg thuc dién tir qudc gia, cac Té chirc cung cép dich vu chimg thuc chit ky s6
cong cong va chimg thu chit ky s thude Danh sach tin cdy chimg thu chir ky dién t
nudc ngoai duge cong nhén tai Viét Nam;

g) Pam bao tinh hop 1é ctia ddu thoi gian gén kém véi chit ky s trong truong
hop chit ky sé duoc gin diu thoi gian;

h) Bam bao tinh toan ven cua thong di€p dir liéu da ky.

2. Chirc nang luu trir va hiy bo cac thong tin kém theo thong diép dit liéu
ky sb:

a) Chimg thu chir ky sb twong tmg véi chir ky sb trén thong diép dir liéu
da ky;
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b) Danh séch chimg thu chir ky sé thu hoi tai thoi diém ky dugc thé hién
trong chimg thu chit ky sé dinh kém thong diép dir liéu da ky;

¢) Két qué kiém tra trang thai chimg thu chir ky s6 twong tmg véi chir ky
s trén théng diép dir lidu da ky.

3. Chuc nédng thay déi (thém, bot) ching thu chir ky s6 clia co quan, to
chirc tao 14p, cép, phat hanh chimg thu chir ky sb.

4. Chirc ning thong bao bang chir hodc ky hiéu viéc kiém tra tinh hop 1é
ctia chir ky sb 1a hop 18 hay khong hop 18:

a) Hién thi thong béo chit ky s trén thong diép dit liéu da ky hop 1& hay
khong hop 1é bing tiéng Viét;

b) Hién thi c4c thong tin vé chit ky s6 va chimg thu chir ky sb trén thong
diép dir liéu da ky, véi ti thiéu céc trudng thong tin sau: théng tin vé co quan,
t6 chirc tao 1ap, cép, phat hanh chimg thu chit ky sé; thong tin vé chu thé ky;
théng tin vé don vi quan Iy chimg thu chir ky s6; thong tin vé& thoi diém ky sb
hodc déu thdi gian (néu co); tinh toan ven ctia théng diép dir liéu da ky; tinh hop
1¢ ctia chir ky sb tai thoi diém ky; thoi han c6 hiéu luc ciia chimg thu chit ky sb.

Chuwong III
CONG KET NOI DICH VU CHUNG THUC CHU KY SO CONG CONG
Piéu 7. Cong két ndi dich vu chirng thye chir ky s6 cong cong

1. Cong két ndi dich vu chimg thuc chit ky sé céng cong do Bé Khoa hoc
va Céng nghé x4y dung dugc quy dinh tai Nghi dinh s 42/2022/ND-CP.

2. Cf‘mg két ndi dich vu chung thuce chir ky s6 cong cong do B6 Khoa hoc
va Cong nghé x4y dung phuc vu két néi dich vu chimg thuc chir ky sb cong cong
v6i cac hé thong thong tin phuc vu giao dich dién tir sir dung chit ky s dé bao
dam tinh x4c thyc, tinh toan ven va tinh chéng chbi bo cta théng diép dir liéu.

Diéu 8. Két ndi dén Cong két ndi dich vu ching thue chir ky sb cong
cong do By Khoa hoc va Cong nghé xiy dung

1. Cac Tb chirc cung cép dich vu chimg thyuc chit ky sb cong cong két nbi
dén Cong két ndi dich vu ching thuc chir ky sb cong cong do Bé Khoa hoc va
Cong nghé xay dung, cu thé:

a) Thuc hién theo Huéng dan két ndi tai Phu luc III ban hanh kém theo
Théng tu nay;
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b) Cung cép céc dic ta, thong s6 k§ thuat va thong tin phuc vu két ndi cho
Trung tdm Chung thuc dién tir qudc gia;

¢) Cap nhat cac thong sé ky thudt hodc thong tin phuc vu két ndi khi cé
thay d6i cho Trung tdm Chumg thuc dién tir quéc gia.

2. Cac hé théng thong tin phuc vu giao dich dién tir sir dung chit ky sé tich
hop véi Cong két néi dich vu ching thuc chir ky sb cong cong do B Khoa hoc
va Cong nghé xdy dung dé bao dam tinh xéc thuc, tinh toan ven va tinh chéng
chéi bo ctia thong diép dit lidu, cu thé:

a) Thuc hién theo Huéng din két ndi tai Phu luc III ban hanh kém theo
Thong tu nay;

b) Bao dam chirc ning ky sd ctia hé théng théng tin phuc vu giao dich
dién tir str dung chit ky sé dép tng cac quy dinh tai Diéu 5 Théng tu nay;

3. Trung tam Chung thyc dién tr quéc gia cung cép, cap nhat cac dac ta,
thong sb k¥ thuat va thong tin phuc vu viée két néi dén Cf‘)ng két ndi dich vu
chimg thue chit ky sb cong cong.

4. Pau mbi hd tro, huéng din két ndi dén Cong két ndi dich vu chimg
thuc chir ky sé cong cong do Bo Khoa hoc va Cong nghé xdy dung: Trung tdm
Chung thue dién tir quéc gia, Bo Khoa hoc va Cong nghé.

Chwong IV
PIEU KHOAN THI HANH

Pidu 9. Tb chire thye hién

1. Trung tdm Chimg thuc dién tir qubc gia c¢é trach nhiém huéng dan thuc
hién cdc ndi dung cua Thong tu nay va coéng bd thong tin theo quy dinh tai
khoan 3 Piéu 8 Thong tu nay.

2. T chirc cung cép dich vu chimg thuc chitr ky sb cong cong, Td chirc
cung cép dich vu ching thuc chit ky dién tir nude ngoai duge cong nhén tai Viét
Nam c6 trach nhiém cong bd ching thu chit ky s6 lién quan dén T6 chirc cung
cép dich vu ching thuc chit ky sb va céc tiéu chuén chi ky s trén trang tin dién
tir ctia T4 chirc cung cip dich vu chimg thuc chit ky sd do.

Piéu 10. Hiéu luc thi hanh

1. Thong tu nay c6 hiéu luc thi hanh ké tir ngay ky ban hanh.
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2. Théng tu sb6 22/2020/TT-BTTTT ngay 07 thang 9 nim 2020 cia B
Théng tin va Truyén thong quy dinh vé yéu cau ky thuft déi v6i phan mém ky
s6, phan mém kiém tra chit ky sé hét hiéu luc ké tir ngay Théng tu nay cé hiéu
lyc thi hanh.

3. Céc hé théng théng tin khi tién hanh phat trién, tich hop phan mém, tng
dung sir dung chir ky s6 thuc hién theo cac quy dinh tai Thong tu nay.

4. Chanh Vin phong, Giam dbc Trung tdm Ching thyuc dién tir qubc gia,
Thu trudng cac co quan, don vi thudc B, Giam dbc S& Khoa hoc va Cong nghé
cac tinh, thanh ph truc thudc Trung uong, co quan quan 1y nha nuée vé giao
dich dién tir theo quy dinh cua phép luat, té chirc, ca nhan c6 lién quan chiu
trach nhiém thi hanh Thong tu nay.

5. Trong qua trinh thuc hién, néu c6 kho khan, vuéng mic, co quan, td
chirc, ca nhan phan anh kip thoi vé Bé Khoa hoc va Coéng nghé (Trung tam
Chimg thyc dién tir quéc gia) dé xem xét, giai quyét./ !i

Noi nhan:

- Thu tuéng, cac Phé Thu twdng Chinh phu;

- Cac B9, co quan ngang B9, co quan thuge Chinh phu;
- UBND céc tinh, thanh phé truc thuge TW;
-So KH(;N céc tinh, thanh phé trire thudée TW;
- Cuc Kiem tra van ban QPPL (B$ Tu phap),

- Cong bao, Cong thong tin dién tir Chinh phu;
- B KH&CN: B truéng va cac Thir truong,
cac co quan, don vj thudc Bo;

- Cong thong tin dién tir Bo KH&CN;

- Luu: VT, NEAC (20b).

BO TRUONG
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B truong B Khoa hoc va Cong nghé)

; '}. KY THUAT VE CHU KY SO

G CHO PHAN MEM KY SO VA
M TRA CHU KY SO
> /2025/TT-BKHCN nga}yj' thangX nam 2025 cua

S6 TT

Loai tiéu
chuén

Ky hiéu tiéu
chuan

Tén day du cua tiéu
A
chuin

Quy dinh dp dung

1. Tiéu chudn bt bujc dp dung cho chit ky sé, chieng thuw chit ky so trén thong diép di liéu
diing cho phan mém ky sé va phan mém kiém tra chir ky so

TCVN Céng nghé théng tin - Ky
7816:2007 | thudt mdt md thudt todn
;g | Matmaai ma di liéu AES Ap dung mét trong
' xung hai tiéu chudn
FIPS PUB | Advanced Encryption
197 Standard
PKCS 4] RSA Cryptography -Ap dmg mdt trong hai
Standard tiéu chudn.
447 , .
RFC 3440 - D6i véi tiéu chudn RSA:
+ T6i thiéu phién ban
2L
Mdt ma phi déi Public Key Cryptography | . Ap dung heoe d6
1.2 xiing vt chit ky for the Financial RSAES-OAEP d6 méi hod
4 Services Industry: The : o
" ANSI Elliptic Curve Digital " Sl
X9.62-2005 | Signature Algorithm + Dd dai khba 16i thiéu la
(ECDSA) 2048 bit
- DI véi tiéu chudn
ECDSA: dp dei khoa t6i
thiéu Ia 256 bit.
Ap dung mét trong
FIFSELG Secure Hash Standard cdc ham bam sau:
i SHA-256, SHA-384,
Yéu cdu cho e
13 e SHA-3 Standard. SHA-512/224,
ham bam FIPS PUB | Permutation-Based Hash | SHA-512/256,
202 and Extendable-Output SHA3-224,
Functions SHA3-256,
SHA3-384,
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SHA3-512,
SHAKEI2S,
SHAKE256
Fonhike iha PKCS #7 S ;
14 C.Li pha{J th?ng Cryptographic Message Phién bin 1.5
diép mdt ma (RFC 2630) | Syntax Standard
Electronic Signatures
and Infrastructures
(ESI);
ETSI EN PAdES digital signatures,
319 142-1
Part 1. Building blocks
and PAdES baseline
signatures
Electronic Signatures
and Infrastructures
319 142-2 | signatures; Part 2: hai bé tiéu chudn:
Alddmona! PAdES ETSTEN 319 142-1
signatures profiles Phién bédn V1.2.1
& Chiz by s6 cho | ISO 32000- ?ocm;z;n; management - ﬁ}?};&; Ll;f;f ’;3 1;, 53 .; 4;"—2
- PDF 1:2008 ortable document A
format - Part 1: PDF 1.7 | goae
Processes, data elements | 1SO 14533-3:2017
and documents in ISO 32000-1:2008
commerce, industry and
administration — Long- 0. 2200k 2020
ISO 14533- | term signature formats —
3:2017 Part 3: Long-term
signature profiles for
PDF Advanced
Electronic Signatures
(PAdES)
1SO 32000~ ?oczw;;m; management -
22020 ortable document
format - Part 2: PDF 2.0
Chit ky sé cho | ETSIEN Electronic Signatures
1.6 XML 379 132-1 and Infrastructures Phién ban V1.2.1

(ESI); XAdES digital
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signatures; Part 1:
Building blocks and
XAdES baseline
signatures

ETSI EN
319 132-2

Electronic Signatures
and Infrastructures
(ESI); XAdES digital
signatures; Part 2:
Extended XAdES
signatures

Phién ban V1.1.1

1.7

Chit ky 56 cho
CMS

ETSI EN
319 122-1

Electronic Signatures
and Infrastructures
(ESI); CAdES digital
signatures; Part 1.
Building blocks and
CAdES baseline
signatures

Phién ban V1.3.1

ETSI EN
319 122-2

Electronic Signatures
and Infrastructures
(ESI); CAdES digital
signatures, Part 2:
Extended CAdES
signatures

Phiénban V1.1.1

ETSITS 119
122-3

Electronic Signatures
and Infrastructures
(ESI); CAdES digital
signatures; Part 3:
Incorporation of
Evidence Record Syntax
(ERS) mechanisms in
CAdES

Phién ban V1.1.1

1.8

Yéu cau doi
véi phan citng
HSM

FIPS PUB
140-2

Security Requirements

for Cryptographic
Modules

FIPS PUB
140-3

Security Requirements

for Cryptographic
Modules

- Ap dung mét trong
ba tiéu chuan.

- Déi véi cdc tiéu
chudn FIPS PUB

140-2/ FIPS PUB
140-3: Yéu céu 16i

al
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Protection Profiles for

thiéu mikc 3 (level 3)

EN 419221 TSP Cryptographic
52018 modules - Part 5.
Cryptographic Module
for Trust Services
Security Requirements
b FIPS PUB Jor Cryptographic - A}) dung mot trong
Yéu cau doi 140-2 Modules hai tiéu chudn.
1.9 vdi thé Token R W T
X , i - Yéu cau téi thiéu
va Smart card FIPS PUB Security Reqwres.rnenrs ke 2 flevel 2)
1403 for Cryptographic
Modules
Security Requirements
FIPS PUB . E
140-2 for Cryptographic - Ap dung mét trong
Modules ba tiéu chudn.
. ' - D6i voi cdc tiéu
FIPS PUB Jf::zgf f}eqzzr;:em chudn FIPS PUB
140-3 Sy 140-2/ FIPS PUB
Yéu ca:u déj 140-3 Yéu cau toi
1.10 vdi thé SIM Céng nghe théng tin— thiéu murc 2 (level 2);
Cdc ky thudt an toan — - Déi véi tiéu chudn
TCVN 8709 Cdc tiéu chi danh gid an | TCVN 8709 (ISO/IEC
(ISO/IEC toan céng nghé thong tin | ;5 408): Yéu céu 16
15408) (Common Criteria for thiéu EAL mikc 4
Information Technology | (level 4)
Security Evaluation)
Electronic Signatures
and Infrastructures
(ESI); Policy and
ETSI TS 119 | security requirements for G UL,
Yéu céu chinh | 431-1 trust service providers; tdindan¥1.21
sdch cho Té Part 1: TSP service
chitc cung cé’p components operating a
1.11 dich vu tao chir remote QSCD/SCDev
ky 56 cua
khdich hang Electronic Signatures
and Infrastructures
f;siTS 119\ (ESY; Policy and Phién ban V1.2.1

security requirements for
trust service providers;

Part 2: TSP service
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components supporting

AdES digital signature
creation
Electronic Signatures
s B oo ETSITS 119 | and Infrastructures
112 e R (ESI); Protocols for Phién ban V1.2.1
chit ky so oy ;
remote digital signature
creation
Trustworthy Systems
Ui?g dung ky EN 410341 Sz_:pp_orting Server
113 trén may chu 1:2018 Signing - Part 1. General
ky s6 ' system security
requirements
. Trustworthy Systems
Yé‘u cau cfzo; BN 41041 Sz.gpp'orring Server
1.14 mo dun ky so 2:2019 Signing - Part 2:
' Protection Profile for
OSCD for Server Signing
Protection Profiles for
Yéu cdu doi TSP Crypt hi
C:l.l cait of EN 41923]- ryptographic
LIS vdi phén citng 5.2018 modules - Part 5:
HSM ' Cryptographic Module
for Trust Services
Giao thirc
rru{zen, i Internet X.509 Public aole g
chitng thu chir B heshunionss Ap dung mét hodc ca
1.16 | kpsévadanh |RFC2585 |° " hai giao thite FTP va
- Operational Protocols: HTTP
g i A FTP and HTTP
chit ky 56 bi
thu hoi
Gj’fo S X.509 Internet Public
Sl i AR Key Infrastructure
1.17 | thdi chitng the | RFC 6960 |- ,
N Online Certificate Status
e Protocol - OCSP
tuyén

chitng thu chir

Key Infrastructure
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ky s6 va danh
sdch thu hoi
ching thu chir

ky s6

Certificate and

Certificate Revocation
List (CRL) Profile

2. Tiéu chuin bit bujc

dp dung cho phan mém ky sé, phian mém

oL ~ pr A
kiém tra chiv ky so

Bo ky tw va ma

TCVN 6909:2001 “ Céng

: TCVN ,
2.1 héa cho tiéng nghé théng tin-Bé ma ky | Bat bugc dp dung
+a 6909:2001 i =z =3

Viét tw tieng Viét 16-bit

Giao thit
22 ‘aotiiec | prC9110 | HITP Semantics HTTP/I1

awong truyén

Gz':zo :hti'c {Jdo The Tf'ansport Layer Ap dung 16 thiéu TLS
23 mdt tang giao | RFC 5246 | Security (TLS) Protocol 13

vdn Version 1.2 '

3. Tigu chudn khuyén nghi dp dung cho phin mém ky sé, phin mém kiém tra chiv ky sé

Bé ky twr va ma

American Standard Code

3 $ ASCII Jor Information
hoa
Interchange
8-bit Universal
Trinh dién bé Character Set (UCS)/
3.2 k
ky tiw Gl Unicode Transformation
Format
XML v1.0 Extensible Markup
(5th Language version 1.0
Neor ng:u' dinh | g4 ition) (3th Edition) Ap dung 16i thiéu
3.3 dang thong
Rm s XML vI.0
diép dir liéu XML vi.1 .
(2nd Extensible Markup
Edition) Language version 1.1
Dinh nghia cac | XML
3.4 Iwoc do trong | Schema XML Schema version 1.1
tai liéu XML version 1.1
Trao déi dit
35 |liguddcrarai | XMLv2.42 | ML Metadata

lieu XML

Interchange version 2.4.2
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18O 32000- | Document management -
1:2008 Portable document
- Dinh dang format - Part 1: PDF 1.7 Ap dung t6i thiéu
' PDF PDF 1.7
Document management -
i Portable d. ent
2:2020 rta ocumen
format - Part 2: PDF 2.0
. The JavaScript Object
Dinh d
37 |, ;ZN g RFC 7159 | Notation (JSON) Data
Interchange Format
XML
Encryption | XML Encryption Syntax
Cii phdap ma Syntax and | and Processing
hoa va cdach xur Proce_g_ging
3.8 Iy théng diép
dit ligu dinh | XML
dang XML Signature XML Signature Syntax
Syntax and | and Processing
Processing
Quan ly khoa
cong khai
XML Key M. t
3.9 | théng diép d | XKMS v2.0 AR ARARABSE
e o Specification version 2.0
liéu dinh dang
XML
Chit ky 56 cho JSON Web Signature
‘ RFC 7515
- JSON R (JWS)
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Trsis

CHUNG THU CH{EKY:SO VA'TINH HQP LE CUA CHU KY SO
TRONG PHAN MEM:KY-SO; PHAN MEM KIEM TRA CHU KY SO
(Ban hanh kém theo Thong it 5640 /2025/TT-BKHCN ngipl thangS néim 2025 ciia
Bé truong Bé Khoa hoc va Cong nghé)

So IT Yéu ciu dinh gid Higu luc/hop 1é Quy dinh dp dung

1 Tinh hiéu lyc ciia chitng thw chit ky sé

g

Thoi gian co hiéu luc cua chirng
thu chir ky s6

- Thoi diém ky s6
ndam trong thoi gian
co hiéu lic cua
chitng thie chiv ky so.
- Thoi gian co hiéu
luc cua chirng thu
chit ky s6 tinh tir thoi
diém Valid from dén
thoi diém Valid to.

- Chitng thu chit ky
50 khong bi tam dirng
hodc thu hoi tai thoi
diém ky sé.

Chikc nang bét buge

1,2

- Trang thdi chimg thu chit ky sé
qua danh sdch chieng thie chit ky s6
thu héi (CRL) duwgc cong bo tai thoi
diém ky s6;

- Trang thdi chitng thi chit ky s6
truec tuyén (OCSP) ¢ ché dé truc
tuyén trong truong hop T6 chitc
cung cdp dich vu chimg thiee chit ky
56 ¢6 cung cdp dich vu OCSP.

- OCSP va CRL tudn
theo tiéu chudn néu tai
Phuluc I

- Truong hop su dung
OCSP, phdn mém phdi
dugc sir dung o ché dp
triee tuyén.

- Truong hop sur dung
CRL, CRL phai la
CRL méi nhdt tai thoi
diém ky 56.

- Truong hop khong
thé kiém tra trang thai
ching thir chit ky sé
thong qua OCSP/CRL,
phdn mém phai hién

Chike néng bdt bude
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thi canh bdo twong
itng cho chii thé ky.

L3

Thudt todn mat ma trén chieng thu
chir ky s6

Cac thudt toan mat
ma trén ching thu
chit ky 56 tudn thi
theo quy dinh vé quy
chudn, tiéu chudn ky
thudt bat bugc dp
dung vé chir ky 56 va
dich vu chirng thuc
chit ky 56 dang c6
hiéu lyc.

Chikc nang bt budc

1.4

Pham vi su dung cua chitng thu
chit ky s6

Chitng thu chit ky s6
dugc st dung dung
pham vi trong cac quy
dinh vé chir ky dién tir
va dich vu tin cdy.

Chikc ndng bt buéc

1.3

Muc dich su dung cua chitng thu
chit ky s6

Muc dich sir dung
chitng thu chit ky 56
tai cdc truong thong
tin Key Usage,
Extended Key Usage.

Chirc ndng tity chon

1.6

Cdc tuyén bo khdc cia To chire
cung cdp dich vu chitng thuc chit ky
56

Cdc tuyén bé khdc
khéng nam ngodi
pham vi Quy ché
chitng thue ciia To
chire cung cap dich
vu chitng thuc chit ky
56 tai muc Issuer
Statement.

Chikc nang tity chon

Tinh hop I¢ ciia chit ky so

2.1

Théng tin vé chii thé ky

Kiém tra, xdc thuc
duoc ding thong tin
chil thé ky s6 trén
théng diép dir liéu

Chitc ndng bt budc

2.2

Cdch thitc tao chir ky sé

Chit ky s6 duwoc tao
ra ding boi khoa bi

Chitc néng bat bugc
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mdt twong ung voi
khéa céng khai trén
chitng thue chir ky s6
theo cdc buoc tai
diém d. khoan 1,
Piéu 6 Théng tw nay.

Chieng the chit ky s6 kém theo Chitng thu chir ky s6 | Chike nang bat bugce
2.3 thong diép dir liéu c6 hiéu luc tai thoi
diém ky s6.
Tinh toan ven cua théng diép di Ma bam ¢6 duge tiv | Chikc nang bdt bugc
liéu viéc bam théng diép
2.4 dit lieu va ma bam co

dugc khi giai ma chir
ky 56 trimg nhau
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SLDEN CONG KET NOI DICH VU
HU KY/ SO CONG CONG DO BQ

(Ban hanh kém theo Théng tu soAS /2025/TT-BKHCN ngaydS thang® nam 2025 cia

Bé trucng Bé Khoa hoc va Céng nghé)
1. M6 hinh két néi

M hinh két néi véi Cong két néi dich vu ching thyc chir ky s6 cong cong
do Bo Khoa hoc va Cong nghé xay dung (sau day goi la Cng eSign) duoc mb ta

tai so d6 nhu sau:

ang I az=n

cAo

ey
\ @ ' Ccong ket noi dich vy

I ching thye chiv kv so

Cong diin
T cong eong

CAO2

CAOS

h 4

Che e

R rga

-
Fa
B

Chu thich:

- HTTT: Hé théng théng tin phuc vu giao dich dién tir sir dung chir ky s6.

- CA: T chirc cung cap dich vu chimg thuc chit ky s6 cong cong.

2. Céc thong tin phuc vu két ndi

a) Giao thire sir dung dé két néi la API, phuong thirc két ndi 13 POST.

b) Budng dan két ndi cac API: https://esign.neac.gov.vn

¢) Théng tin Céng eSign cung cép cho ciac HTTT gom: sp_id va
sp_password hodc token, trong do:

- sp_id: M4 xac thuc duoc cap cho HTTT.

- sp_password: Mat khau két ndi duoc cip cho HTTT tuong tmg véi sp_id.
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- token: Thong tin xac thuc dugc cép cho HTTT.
d) Giao thtrc bao mat dudng truyén khi két ndi téi thiéu 1a TLS 1.2.
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